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GNSS Anti-Jamming & Spoofing Solution

AeroAJAS



Modern aircraft rely heavily on GNSS data for the 
functionality of critical avionics subsystems. However, 
disruptions caused by GNSS jamming and GNSS 
spoofing, often due to geopolitical or military activities, 
pose significant risks. These disturbances can compromise 
navigation systems, reduce aviation safety, and even lead 
to subsystem failures.

With a proven track record in positioning solutions, 
Aerodata AG has developed AeroAJAS, a solution to 
address this challenge, contributing significantly to global 
aviation safety.
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GNSS Anti-Jamming & 
Spoofing Solution
Enhancing Aviation Safety

GNSS JAMMING

GNSS SPOOFING

GNSS jamming occurs when a device intentionally 
transmits signals on the same frequency as GNSS, thereby 
overlaying or blocking the legitimate GNSS signals. This 
prevents GNSS receivers from acquiring accurate location 
or time data.

GNSS spoofing involves sending false GNSS signals to 
deceive receivers into believing that they are at a different 
location or time. This can mislead navigation systems and 
lead to incorrect positioning or routing.

AeroAJAS 
Your first choice
Aerodata AG introduces its EASA certified GNSS Anti-
Jamming & Spoofing Solution, designed to ensure reliable 
GNSS functionality even in areas with GNSS disruptions. 
Key features include:

	  Advanced Antenna System: Specially designed to 
    counter GNSS interference

	  Sophisticated integration into the aircraft‘s primary 
    avionics, meeting stringent certification standards for 
    civil aviation

	  Reliable Performance: Validated successfully in 
    regions affected by GNSS interference

The solution has received an EASA Supplemental Type 
Certificate (STC), making it a trusted and certified 
technology for aviation.
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CERTIFIED AND SCALABLE
The solution is currently EASA certified for integration 
with Garmin G5000® flight deck in the Cessna® Citation 
Latitude® and Longitude® business jet. However, it can 
be adapted for other airplanes and rotorcraft types 
through tailored installation designs. The technique itself 
is platform-independent.

ESSENTIAL FOR SAFETY
Several global regions are prone to GNSS interference 
due to geopolitical tensions. These regions include the 
Middle East, Black Sea, Turkey, Finland, Poland, the 
Baltic States, and the borders of India/Pakistan and 
South/North Korea. Operating in these regions increases 
the risks associated with jamming and spoofing, making 
AeroAJAS invaluable for aviation safety.

Key aviation subsystems such as TAWS (Terrain Awareness 
and Warning System), ADS-B-Out, Reactive Windshare 
Detection and Alerting System, and Synthetic Vision 
Systems (SVS) depend on accurate GNSS data. GNSS 
interference can lead to

	  Misleading navigation and route deviations

	  False fuel calculations through Flight Management 
    Systems (FMS)

	  False alarms or no warnings from the aviation 
    subsystems

	  Invalid or degraded ADS-B OUT signals affecting 
    ATC

In particular, GNSS spoofing can be dangerously 
deceptive, introducing manipulated position data and 
compromising flight safety. AeroAJAS mitigates these 
risks, ensuring operational reliability in even the most 
challenging environments.

Benefits 
CRPA GNSS Anti-Jam System
	  Protection against jammers from 7 different directions

	  Compatible with all types of external GPS receivers 
    and vehicle navigation systems, including M Code

	  Light weight and compact size

	  Superior suppression performance

	  Compatibility with military standards

	  Fixed / Rotary Wing Aircraft & UAS

	  Resilient PNT

Protecting vulnerable systems

GPS 1 (LEFT) WITH AEROAJAS AND GPS2 (RIGHT) WITHOUT.

Simultaneously protected active bands
OPTION 1: GPS (L1, L2), GLONASS (G1, G2), 
GALILEO E1, BEIDOU B1, SBAS

OPTION 2: GPS (L1, L2, L5), GALILEO (E1, E5a, E5b), 
BEIDOU B1, SBAS
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